MATERIAL WEAKNESS DETERMINATIONS

A MATERIAL WEAKNESS MUST MEET TWO ESSENTIAL CRITERIA:

1.   Management controls, or compliance with those controls, do not provide reasonable assurance that the control objectives are being met (i.e., management controls are not in place, they are in place but are not adequate, or they are in place and are adequate but are not being used).

2.  The management control weakness warrants the attention of the next higher level of command, either for action or awareness.

OTHER FACTORS TO CONSIDER:

It is usually clear whether a problem involves a management control weakness.  It is also usually clear whether the next level of command must take corrective action.  Whether the next level of command needs to be aware of a management control weakness is a more subjective management judgement.  Consideration of the following factors may help in making this management judgement.

     *  Actual or potential loss of resources.

     *  Sensitivity of resources involved.

     *  Magnitude of funds, property, or other resources involved.

     *  Frequency of actual and/or potential loss.

     *  Current or probable media interest (adverse publicity).

     *  Current or probable Congressional interest (adverse publicity).

     *  Unreliable information causing unsound management decisions.

     *  Diminished credibility or reputation of Army management.

     *  Impaired fulfillment of essential mission

     *  Violation of statutory or regulatory requirements.

     *  Impact on information security.

     *  Depriving the public of needed Government services.

 STANDARDS FOR INTERNAL CONTROLS

The Comptroller General of the United States established 12 standards (five general standards, six specific standards and one audit resolution standard) for defining the minimum level of quality acceptable for management control systems in operation.  These standards constitute the broad criteria against which systems are to be evaluated and apply to all operations and administrative functions in the Federal government.  Every manager is responsible for ensuring that management controls in each organization are in conformance with these standards.

     a.  GENERAL STANDARDS.  General management control standards apply to all aspects of management controls.

(1)  REASONABLE ASSURANCE.  Management control systems are to provide reasonable assurance that the objectives of the systems will be accomplished.

(2)  SUPPORTIVE ATTITUDE.  Managers and employees are to maintain and demonstrate a positive and supportive attitude towards management controls at all times.

(3)  COMPETENT PERSONNEL.  Managers and employees are to have personal and professional integrity, and are to maintain a level of competence that allows them to accomplish their assigned duties, as well as understand the importance of developing and implementing good management controls.

(4)  CONTROL OBJECTIVES.  Management control objectives are to be identified or developed for each agency activity and are to be logical, applicable, and reasonably complete.  Control objectives are the positive effects that management tries to attain on adverse conditions/negative affects that management is seeking to avoid.

(5)  CONTROL TECHNIQUES.  Management control techniques are to be effective and efficient in accomplishing management control objectives, including, but not limited to specific policies, procedures, organization arrangements, as well as essential physical measures.

      b.  SPECIFIC STANDARDS.  There are several management control techniques that are critical to providing reasonable assurance that management control objectives will be achieved.  These critical techniques are known as Specific Management Control Standards.

(1)  DOCUMENTATION.  Management control systems and transactions and other significant events should be clearly documented, and the documentation should be readily available for examination.

(2)  RECORDING OF TRANSACTIONS AND EVENTS.  Transactions and other significant events are to be promptly recorded and properly classified.

(3)  EXECUTION OF TRANSACTIONS AND EVENTS.  Transactions and other significant events are to be authorized and executed only by persons acting within the scope of their authority.

(4)  SEPARATION OF DUTIES.  Key duties and responsibilities in authorizing, processing, recording, and reviewing transactions should be separated among individuals.

(5)  SUPERVISION.  Qualified and continuous supervision is to be provided to ensure that management control objectives are achieved.

(6)  ACCESS TO AND ACCOUNTABILITY FOR RESOURCES.  Access to resources and records are to be limited to authorized individuals, and accountability for the custody and use of resources is to be assigned and maintained.

      c.  AUDIT RESOLUTION STANDARD.

      -  PROMPT RESOLUTION OF AUDIT FINDS.  Managers are to promptly evaluate findings and recommendations reported by auditors; determine proper actions in response to audit findings and recommendations; and complete, within established time frames, all actions that correct or otherwise resolve the matters brought to management’s attention.
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