The Five GAO Standards for Management Control
Control Environment: Management and employees should establish and maintain an environment throughout the organization that sets a positive and supportive attitude toward management control and conscientious.

A positive control environment is the foundation for all other standards. It provides discipline and structure as well as the climate that influences the quality of internal control.
Key factors effecting control environment 
1. Integrity and ethical values

2. Management’s commitment to competence

3. Organizational Structure

4. Agencies relationship with Congress and central oversight agencies such as OMB

Risk Assessments: Management Control should provide for an assessment of the risks the agency faces from both external and internal control.

Conducting an effective risk assessment
1. Establish clear, consistent agency objectives
2. Comprehensively identify risks

3. Conduct risk analysis to estimate risk significance, assessing the probability of its occurrence

4. Report risk and decide how to manage the risk and decide what actions to take.

Control Activities: Management control activities help ensure that management’s directives are carried out. The control activities should be effective and efficient in accomplishing the agency’s control objectives.
Control activities are the policies, procedures, techniques and mechanisms that enforce management’s directives.
Control activities occur at all levels and functions of the entity

	
	Types of Control Activities
	Examples

	1.
	Top level reviews of actual performance
	Management tracks major agency achievements and compare them to plans, goals and objectives under GPRA

	2.
	Reviews by management at the functional or activity level
	Managers compare actual performance to planned or expected results

	3.
	Management of human capital
	Establishing appropriate practices for hiring, orienting, training, evaluating, counseling, promoting, compensation and disciplining personnel. Ensuring proper amount of supervision.

	4.
	Controls over information processing 
	Editing checks of data, accounting for transactions in numerical sequence, comparing file totals with control accounts.

	5.
	Physical control over vulnerable assets
	Establishing security for limited access over cash, securities, inventories and equipment.

	6.
	Establish and review of performance measures and indicators
	Creating controls aimed at validating the propriety and integrity of both organizational and individual performance measures and indicators.

	7.
	Segregation of duties
	Separating the responsibilities for authorizing transactions, processing and recording them, reviewing the transactions, and handling any related assets.

	8.
	Proper execution of transactions and events
	Transactions should be authorized and executed only by personal acting within the scope of their authority.

	9.
	Accurate and timely recording of transactions and events
	Transactions should be promptly recorded to maintain their relevance and value to management in controlling operations and making decisions.

	10.
	Access restrictions to and accountability for resources and records
	Access to resources and records should be limited to authorized individuals, and accountability for their custody and use should be assigned and maintained.

	11.
	Appropriate documentation of transactions and internal control
	All transactions and related internal controls and other significant controls, should appear in management directives, administrative policies, or operating manuals and may be in paper or electronic form. These documents should be properly managed and maintained.


Control Activities Specific for Information Systems

Controls within this area are discussed in two broad groupings of information systems control: general control and application control.
General Control applies to all information systems- mainframe, minicomputer, network and end-user environments.

Application Control is designed to cover the processing of data within the application software 

Information and Communications: Information should be recorded and communicated to management and others within the entity who need it, and in a form and within a time frame that enables them to carry out their management control and other responsibilities.

Program managers need both operational and financial data to determine whether they are meeting their agencies’ strategic and annual performance plans and weather they are meeting their goals for accountability for effective and efficient use of resources.

Effective communication should occur vertically and horizontally throughout the organization. In addition, management should ensure there are adequate means of communicating with, and effectively obtaining information from, external stakeholders that may have a significant impact on the agency achieving its goals
Monitoring: Management control monitoring should assess the quality of performance over time and ensure that the findings of audits and other reviews are promptly resolved. 

 Monitoring includes regular management and supervisory activities comparisons, reconciliations, and others actions people take in performing their duties.
